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Testing Environment

Server:

- Celeron 400, 128 MB RAM, 8 to 25 GB hard drives, Riva TNT chipset

Clients:

- Pentium 200, 64 MB RAM, 8 to 25 GB hard drives, ATI mach64 chipset

Operating Systems:

- Windows NT 4.0 (SP 6a) Server and Workstation (German)

- Netware 4.11 SP8 and Netware 5.00 SP4 (German)

- SuSE Linux 6.3, Kernel 2.2.13 and 2.0.38 (German)

- RedHat Linux 6.1, Kernel 2.2.12 (German)

Testing Environments (Groupware):

- Lotus Notes/ Domino 4.6.2 (intl) - Server: English, Clients: German

- Microsoft Exchange Server 5.5 SP3 (German)

Description of the test

Remark: A „yes“ in the result table always has a positive meaning. It can also mean that something is present or possible. A „no“ is always something negative or something impossible or not present. This has been introduced to ensure a proper rating and to ease the interpretation of the results. Some table entries had to be negated, so that there have been double negatives in some cases. If no entry was possible, the char „-/-„ has been used to isolate it from „no“.

If no result could be given in a specific area, for example because the product could not be tested in this area, a “(not tested)” was used to fill the blanks.

On principle for all tests (also the speed tests) the scanners were configured to scan files as well as archives and compressed files. If a heuristic was available, it was turned on and left with the default settings.

ON-DEMAND (GROUPWARE: NOT TESTED)

In this section all test results can be found that cover the section of the virus scanner. In the groupware section it was impossible to perform such a test, that’s why there are no results there.

Duration of Scan (clean system) in seconds: Specifies how long the scanners took to search the false positive collection (that is a virus free environment). Since the access time is different for different operating system we divided the products according to the operating system into Windows NT products (local), Netware products (local) and Linux products (local). The tests were performed three times after a reboot and the average value was taken. The reference percentage value is the difference between this product and the fastest (in per cent).

ITW-Viruses: Detection rate of the most common viruses (see test description 02/2000), divided into file viruses, macro viruses and script viruses. To make the search for undetected viruses easier for the manufacturers a column for the undetected (not found) was added. The list of the viruses that were used can be viewed and downloaded from the sites of AV-Test.de (German) or AV-Test.com (English) under Tests -> Virus list.

False Positives (negative): Specifies how many files from the false positives collection (virus free) were reported infected. This point should be negative for the test outcome.

Default settings (initial settings): The default options that are used by the scanner to detect viruses are listed here. It is best if a scanner checks all files, to also be able to detect renamed infected files. Since there are new viruses that infect files that were up to this point known to not get infected every month, the method to only search certain file extensions is outdated. It is also acceptable when the program makes a check according to the file content ("smart"). By that, every file is opened and classified according to its content, not only according to its extension. The worst possibility is to check only certain extensions, but this is also the fastest, because many files are skipped at the cost of security. From the options mentioned above only one can be used by default. As another point it was tested, if compressed and archived files (Archives like ARJ, ZIP and runtime compressed files like LzExe or PKLite) are checked, too.

Options on virus detection: A list of options that are offered by the program to be used after virus detection is specified here. For that the abbreviations D=Disinfect, L=Delete, U=Rename, V=Move, ZE=grant access und ZV=deny access. In this section it was also checked which possibilities of selectable areas there are. This includes none (that is all types of viruses together), if such an option was not planned to be in the program. Otherwise it was divided into macro viruses, non-macro viruses, file viruses, script viruses und others, whereby some sections of this list overlap, though they are not used completely. It is important to be able to choose an option for the case that the first option fails or is impossible. The options for that are listed under possibilities if first option fails, Options (List). For some critical options like the disinfection, it should be possible to make a copy of the infected file before the cleaning starts. The supported options in this case are listed under Backup file is being created.

User notification: In case of a virus detection and from a certain high number of viruses on it should be possible to warn the user or the administrator in one way or the other and draw attention to the case. Hereby it was listed if a warn signal (beep or WAV), if a dialog box can be displayed on screen, if the information about the virus detection can be send directly to the printer („Trouble Ticket“), if the program can send a notification via e-mail, if the infected file can be attached to the message, if a Netware message can be sent, if it is possible to send a message to a pager, if a certain program is to be started, if an SMS (Short Message System) can be sent to a cell phone, if it is possible to generate an SNMP-Trap (Simple Network Management Protocol), if the virus detection appears in the Windows NT Event Log or if other options are available. The options should also be possible to be started when an adjustable limit is reached in a selectable interval. This makes sense especially in big firms, where a single virus detection is more or less harmless, but where big virus outbreaks like W97M/Melissa, Win32/Explore_Zip or Win32/Pretty_Park have to be detected immediately. Thereby it was tested if all ways of notification (as above) were possible and if there were further options available.

ON-ACCESS (GROUPWARE: MAIL-SERVER)

Under this headline the virus guards were examined. Those are the programs that observe the activities on the PC from the background. Those activities can be the sending of infected e-mails (and attachments) or the starting of programs. 

Taking of Ressources (negative): Under this point, the startup delay (in seconds) was measured first, that is the additional time the system takes to boot. The reference value in this case states, how long the system would take to boot without the anti virus program. The tests were separated into the categories Windows NT products (local), Netware products (local) and Linux products (local), but under Windows NT no result could be determined, because of different peculiarities and extreme differences between the measurement results. The tests were repeated three times after a reboot and the average value was taken. Afterwards we tested, how much additional use of system ressources/ memory were needed, where we used the same system like in the test 02/2000, that is with low memory and not very much computing power. The tests were made three times for the Windows NT products (over Network), Netware products (over Network) and Linux products (local) and after that the average was taken.

The rest of the criteria were treated almost the same as the ON-DEMAND criteria, the only difference is that the viruses had to be found on direct access to a file. For Groupware programs we sent many e-mails with infected and not infected files in short intervals, to not only test the ability to detect viruses but also to test the stability and reliability of the program (do all mails get through to the user?). The results of the stability test are noted in the comment cell, when the programs were not reliable.

ARCHIVES, FILE FORMATS

The test for the archives and file formats is similar to the one in the 02/2000 test, whereby other programs were tested on other platforms of course.

TECHNOLOGY

In this category some quality attributes are summarized that do not fit in other categories.

Works without restart: In this category it was tested if the computer had to be rebooted after the Installation, Deinstallation and after an Update. If it can still be tolerated in the client area, it is most distracting in the server area.
Attack possibilities: At first it was tested, if the programs display a warning of an outdated program version, that is when the program is started far out of its acceptable and limited normal life cycle, because there are few programs that are outdated as fast as anti-virus programs. Further it was checked if the scanner and the virus database is checked for unauthorized changes, that is integrity, and in case of changes triggers an alert. The program only scored here when the program explicitly pointed out the problem and not only produced a common error message (see also comment cell).

In-/Exclusion: Hereby the same criteria as in the test 02/2000 were used. The only difference for groupware products is that it wasn’t tested if directories could be excluded, it was tested if mail accounts could be excluded.

Language: The products were evaluated as to the language they are available in. This was only divided in “English“ and “German”. Since the products that were sent in were often incomplete, for some points no statement can be made. Those are marked accordingly. We checked the language of the printed documentation, of the documentation on the CD, of the Online Help and of the program.

Central/ Remote Administration: For this section it was tested, if they could be controlled centrally or if not at least from one other computer (administration program or console). As operating system from which the products can be controlled, the system under which the programs run was taken, e.g. the NT product under NT or the Netware program under Netware, which excludes some combinations. First the type of the user interface was examined, if it is a standard program (GUI), a web interface or something else. Afterwards under controllable operating systems (tested selection) we tested which ones could be remote administrated from the list of systems including Win NT 4 Server, Win NT Workstation, Netware 4.11 and 5.00. If there is a “(local)” after the enumeration only one system could be controlled. If there is an “(all)”, more than one system could be administrated (using one interface and mostly at the same time). It was also tested if it was possible to install the software from another machine and if it could be deinstalled as easily. A Version administration/ checking of the software installation is also important as well as a log file, that can be viewed centrally - for virus detections and for all activities. It was also checked if updates are possible using the administration program and if a rollback function (to restore the original version when an update containing or vulnerable to errors is made) is available. Furthermore we tested if an configuration is possible (on-access) for the single, if the check of the Remote PC's possible (on-demand) and if there is more than one password protected level possible, that is if different users have different privileges to administrate the program (e.g. certain branches).

ACCESSORIES

Update Management of the program: In this category the possibilities of the integrated functions concerning automatic updates are summed up. This includes the automatic possibilities of downloading the updates, which are divided into the categories Internet update via HTTP, Internet Update via HTTP / Proxy possible, Internet update via FTP, Internet update via FTP / Proxy possible, Internet update (others), Intranet update (UNC-Path) and via Mailbox (BBS), the possibilities to download the updates scheduled (automatically) and which other possibilities of download there are. Afterwards the possibilities to update server and clients were checked separately. This can be done scheduled (automatically, fixed) or scheduled (automatically, randomly). In the first case the update happens at a certain defined time, in the second case, the update is delayed depending on other factors (e.g. current network load or by random) to keep the network alive. The possibilities to update manually were also tested. We checked if an according function is available in the program (like Update Now), if it can be done starting Scripts that are included in the package (under Unix systems these can be called time controlled), if it has to be done manually via Download (not included in the program) or if it is done by starting a program in the update package (usually an EXE file, that has to be downloaded from the internet). To undo program updates that lead to errors, a rollback function should exist. Other possibilities are those that are not in the table. The Size/ Duration of the Update is also important, because it unnecessarily takes up money and time to always download the complete database, it should therefore be possible to download only changed parts of the database.

Log file: In this block we tested how the report file is organized. This includes standard information like date, time and machine name, to be able to easily tell one report file from the other. It also includes a check if information about infections, changes of configuration, Installation/ Deinstallation (of the program) and outdated virus definitions part of the file. Furthermore the notification texts should be able to be freely defined and text parts from the program should be able to be used (e.g. user or machine names and times). It was also checked if a hard linefeed which is standard for DOS and Windows (0x0d/ 0x0a) was used or a different one (e.g. under Unix only one instead of two chars). It should also be possible to create statistics that include a virus Top-Ten or a Top-Ten of infected users. Other (similar) possibilities are noted in the comment cell. In any case an export function has to exist to be able to print the log file and/or save it as TXT, CSV or in an other format.

E-MAIL-SCANNER (GROUPWARE ONLY)

The groupware functions of the scanners were tested here, more exact: The scan of mails and the detection of viruses under certain circumstances.

Groupware Functions: The Mail Interface used by the program is noted first. Additionally it was tested if all incoming and all outgoing mails are scanned (on-access), if a manual scan of all mails is possible (on-demand) and if really all attachments are scanned, not only the first one. Because it is also possible (thanks to security holes) to send dangerous active content in an HTML E-Mails (VBS/Bubbleboy), we checked if the Mail Message (Body) is scanned as well. Attachments cannot always be cleaned, they often have to be removed completely, especially for worms and script viruses. For the different virus types - file viruses, macro viruses and script viruses - we tested if this worked correctly. Also multiple infections had to be handled correctly, like for instance a Win95/CIH virus infected backdoor program Back_Orifice. Thereby the anti virus program had to detect that another malicious program is present - before or after the detection or the cleaning of the CIH virus - and afterwards remove the complete attachment. At last there should be a possibility for notification mails to inform the sender, the recipient and the administrator.

Content-Filtering: Filtering of e-mails has grown more important lately. This option has little to do with actual viruses, but since every e-mail has to go through the scan program, certain mails - like spam, chain mails or hoaxes - can be intercepted effectively. By that it was tested if the blocking of e-mails by subject (especially Spam/Hoaxes), by content (especially Spam/Hoaxes), by attachment file name, by attachment extension (e.g. *.MP3) or by attachment file content is possible. Which possibilities of blocking there are, if a warning can be sent to the recipient, the sender, if they can be deleted without question or if the results are just put in the protocol only, is mentioned here.

NOT TESTED

Unfortunately some aspects could not be tested, that will be considered to be used for the next test. They are mentioned in the table, also as a suggestion for the editors to eventually start their own tests.

