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What's Dummy File Creator?





Today there are many many discussions in the media if cryptography should be forbidden or restricted. Now even here in Germany, where such techology wasn't a problem during the last decades the government thinks over a control of strong cryptography. The reasons brought into the public are clear: avoiding criminal actions over new information channels, especially the Internet. Fine, but senseless. Digital encrypted data has one major characteristic which makes every try to forbid cryptography obsolete: it looks like random data, better: one cannot distinguish between random and encrypted data. Or even proove it when the original encryption key is unknown. Steganography e.g. uses this phaenomena to hide encrypted data as "noise" in digital images.





So it's very hard to understand why the politicians still try to have influence on cryptography if it's obvious that such actions are worthless. The only chance left is to completely forbid every possible crypto engines, which is nearly impossible - every web browser today includes a module for save transactions over the Internet. And fatal, the only result will be the death of e-business.





And what about key escrow, you might ask? Well, why not? One is allowed to send random/encrypted data via such an insecure line. The only reason left why such bills are still in progress, especially today in my country (Germany) might be that some politicans want the big access to people's privacy, for what reasons ever. For myself I think the natural reason is just to distinguish between bringing "security" to the people and the total ignorance of technical facts.





Ok, but you want to know what Dummy File Generator (DCG) has to do with all this big problems. If you are a user of the file encryption software Blowfish Advanced 97 (BFA97) you already know that there are original files which will be encrypted and stored as so-called cryptfiles. Those cryptfiles of BFA97 contain a short header with some basic information necessary for decryption (for details please read the help file of BFA97) and the encrypted data followng afterwards. As already said encrypted data looks like random data and is random if the key is unknown. Now you can create dummy cryptfiles with DCG. Such dummy files are 100% similar the original cryptfiles, so noone can ever proove it that you have encrypted stuff on your disk.
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How to use this program





The interface is very intuitive.





First select the number of files you want to create in Number Of Files.


Choose a block size from the Block Size selection. This is necessary because in the header of a cryptfile the block size must be stored and the encrypted data is aligned to it, too.


Now you should select the size range in which the dummy cryptfiles should be created. Enter the range in the File Size Range input boxes (sizes are in bytes). E.g. if the minimal file size is 10000 and the  maximal file size is 20000 then the program will create files with the length of 15783, 10263 or 19801. The individual file size is always choosen by random.


Now select the Time Jitter for the files. This will randomize the date+timp stamps of the dummy cryptfiles, so that they can be well mixed between existing cryptfiles. You can declare the range in the input box. After a dummy cryptfile is created its date+time stamp will be changed to the original creation time minus a random value in the given range of seconds. The difference between the creation time and the last modification time will be preserved also.


If Random Password is checked the program will create a random password checksum in the dummy cryptfile's header. You may also uncheck this switch and enter a defined password. The checksum of your password will then be stored in the header like in a real cryptfile. So there can be an evidence that the password is correct but something other "seems to be wrong".


The random generator uses some system values (e.g. the actual time) to initialize itself. If you enter some characters in the field Additional Random Seed this data will be also used for the generator setup with leads to a better randomness. Just hack around a little bit, although this isn't a must.


Now click on the Create button. If the Random password switch is unchecked you will have to enter a password. Don't worry that it's visible, it mustn't be secret at all. You may also use binary sequences with the "\xx" syntax as in Blowfish Advanced 97 (in DCG 1.1b the binary password problem is also fixed now). For the last action you will have to select a target path where the dummy cyptfiles should be created. Now the creation starts and the progress is visible in the status bar. Depending on the speed of your computer and the number and size of the dummy cryptfiles the creation will take some time. The names of the files are created random in the same way as if Stealth Filenames with the suboption With random characters are choosen in BFA97 (since version 1.06).





It's always nice to mix such dummy files with real encrypted files, which will make an attack or an evidence much harder. What if the attacker chooses a dummy file? One can never know that one just tries to decrypt random data trash. If you decrypt your files you can use the file selection features of BFA97 to remove the dummy files easily (after decryption, of course).


I recommend to use a minimal file size of around 100 bytes. This is because the current .BFA files always contain some additional encrypted data (e.g. the original filename), even if the length of the unencrypted file was zero.








Technical background





DCG uses an SHA-1 based random generator with self-hashing. Seed is taken from various system ressources plus additional seed provided by the user. Only 88 bits of the hash are used for random data, the rest of 72 bits are used as a virtual key to make the random stream unpredictable.
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Visit http://www-hze.rz.fht-esslingen.de/~tis5maha/software.html for the latest versions of my software.


Or drop me an e-mail at the address <hahn@flix.de>.





