NetScrub 1.51


11/13/1998











What is NetScrub?





When you are browsing the internet, Netscape Communicator maintains many pieces of information about what sites you have visited.  There is nothing inherently sinister about this, indeed Communicator uses it to let you view pages faster and to make typing URL's easier.  The problem arises when someone else has access to your machine and uses this information to investigate your browsing preferences. 





NetScrub clears this information from your system and protects your privacy.  It is designed to be as unobtrusive as possible.  In Auto mode, NetScrub can be launched from your StartUp group and will automatically clean on every system startup and/or shutdown, without user intervention.








What information does NetScrub clean?





NetScrub concerns itself with four areas of Communicator.  These settings can be changed if you would like NetScrub to leave some of the information.  The areas are:





1. The Cache


Communicator maintains copies of the pages you have visited and the graphics on them in a cache area.  NetScrub will remove all files from the cache.





2. The History File


Communicator keeps a history file of all the sites you have visited.  NetScrub clears the history file.





3. The Recently-typed URL list


This list is created from URL's that you type into Communicator, and appears in the drop-down listbox at the top of Communicator's display.  NetScrub parses your settings file and removes these URL's





4. Cookies


Cookies are created to store information by sites that you visit.  NetScrub removes the cookies file.











System Requirements for NetScrub





NetScrub only works with Netscape Navigator/Communicator 4.0 and above.  It has been tested with versions 4.02, 4.03, 4.05, and 4.5.  NetScrub will not work with Netscape 3.0 or Microsoft Internet Explorer.  NetScrub requires Windows 95/98 or NT 4.0, it will not run on older versions of windows.











Installing NetScrub





Create a directory and put NetScrub.exe in it.  When run, NetScrub will create an .ini file in this directory.  NetScrub does not place any files in your system directories, nor does it make any changes to the registry.  If you want NetScrub to run automatically on your system, put a shortcut to it in your StartUp group and set NetScrub for Auto mode.  Run NetScrub and set the options you wish.  See below for more details and important notices.  





Note for Upgraders: The NetScrub .ini file has changed between 1.41 and 1.5.  Please delete your old netscrub.ini before running NetScrub 1.5.











How does NetScrub work?





NetScrub clears the files of the current Communicator user.  If you have multiple Communicator profiles on the system, it will clean the files of the last one who used Communicator.  Note that this means that if multiple people use Communicator between cleanings, only the last user's files will be scrubbed.





NetScrub has two modes of operation: automatic and manual.  When you first run NetScrub, it will be in manual mode.  The default settings are to clear nothing.  You will need to select what information should be cleared by NetScrub.


In the manual mode, NetScrub appears as an application on your taskbar.  Double-clicking on it will bring up the following dialog:
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Scrub now! will clean your system of the items checked at the bottom of the dialog.  Make sure that Communicator is closed before pressing this button.


Minimize will close the dialog and return NetScrub to your taskbar.


Exit NetScrub will shut down NetScrub without cleaning anything.





Selecting the Auto Scrub on options will cause NetScrub to automatically clean the selected areas on system shutdown and/or startup.  When this mode is selected, the Minimize button will change to a Hide button.  Pressing it will close the dialog and hide NetScrub.  NetScrub will remain in the background, waiting for you to exit windows.  





The checkboxes allow you to select what information will be cleared.  Checked items are cleared, unchecked ones are not.  Changes to these options are automatically saved and used every time you run NetScrub.





The ? mark brings up a dialog with version and contact information.





Notes on Auto Scrub





When Auto Scrub options are selected, you cannot see NetScrub.  How can you change its options?  


Press CTRL-ALT-DEL.  This will bring up the Close Program dialog box.  Choose NetScrub on the list, and then choose End Task.  This will cause the NetScrub dialog above to reappear.  You can then close NetScrub or change its options and hide it again.  


IMPORTANT NOTE: If you did not close NetScrub after the above procedure, a dialog will appear from Windows warning you that NetScrub is not responding.  Choose cancel to close this dialog.  Do not choose End Task.











Notes on security





NetScrub is designed to foil the casual snoop - not government agents.  It tries to make it somewhat difficult for the files it deletes to be recovered.  It changes the file lengths and overwrites some areas.  This should avoid casual recovery of the files with undelete.  It is still possible for someone with time and persistence to piece together the deleted bits.  If you feel that this level of attack is likely, you need to get some file wiping utilities and wipe the free space of your system after a session.








Cautions and Warnings





NetScrub is designed to be as safe as possible.  It will check your system to make sure that you have Communicator, and refuse to run if it cannot locate your install.  However, remember that the purpose of this program is to delete information!  It will remove the files that you have instructed it to, and these files will be difficult to recover.  Make sure that you understand the purpose of this program before installing it.





Warranty: NONE!  This program is freeware, distributed in the hope that it will be useful. It works fine for me and on other systems I have tested, but if demons fly out your nose when you run it, I'm not going to come exorcise them.  For lawyers, this may be considered a specific disclaimer of all warranties of merchantability, fitness, etc.  Use at your own risk!





This is here to protect me from unreasonable people.  Again, it's a free program - use and enjoy!  If you have problems, please report them to me at the address below.








Problems, errors, and support





NetScrub will notify you if it is unable to clean a file.  This usually means that the file was left locked by a crash in Communicator or other system problem.  If this occurs, exit Windows, restart, and then clean again.  





NetScrub will refuse to run if it cannot locate your Communicator install.  There have been a few instances where NetScrub was unable to locate the install because of corrupt registry entries in the HKCU\Software\Netscape tree.  If you cannot get NetScrub to run, you might want to try uninstalling Communicator, removing any leftover Netscape entries from the registry, and reinstalling.  Note that you should only attempt this if you are comfortable in editing the registry - mistakes can be fatal to your system.  Backups are a great idea :-)





If you tell NetScrub to clean files while Communicator is open, it will wait for Communicator to close.  If this does not happen in a reasonable amount of time then NetScrub will exit with a warning.





If NetScrub cannot read its .ini file it will generate an error and exit.  Delete the netscrub.ini and restart NetScrub.  Then reset your options.








Contact info:





Comments & questions can be directed to me at:


briandaniels@mindspring.com





Updates can be found on my page at:


http://www.mindspring.com/~briandaniels/tools.html








Version History





1.1 (September 1997)


Initial release version.  





1.2  (October 6, 1997)


Changed NetScrub from simply removing recent url's from the prefs file to overwriting them with 'NetScrub'.  This corrected an obscure problem on some machines where Netscape would restore the list from some default file.  Thanks to Richard Startz for his help in tracking this one down.  


NetScrub will now generate an immediate warning if you try to scrub with Netscape open.  





1.3-1.4 


Unreleased versions





1.41 (August 18, 1998)


NetScrub has been updated to handle Netscape 4.5pre.  The code for detecting the location of your install has been made more tolerant of 'odd' registry entries.  








1.5 (October 3, 1998)


Added the option to clean on Startup as well as shutdown.  NetScrub has now been tested with Netscape 4.5 release.








1.51 (October 13, 1998)


Fixed a problem where NetScrub would not find your Communicator install if you had multiple users with different email servers.  Thanks to Henry Rosner for his help in locating the source of this problem.








Legalese





This program is provided "as is" without warranty of any kind, either express or implied, including without limitation warranties of merchantability or fitness for a particular purpose.  By using this program you agree to these conditions.





The author of this program is not affiliated in any way with Netscape Communications Corporation.  This program is not endorsed or supported by Netscape Communications Corporation.





Netscape, Netscape Navigator, and the Netscape N logo are registered trademarks of Netscape Communications Corporation in the United States and other countries.  Microsoft, Internet Explorer, and Windows are trademarks of Microsoft Corporation.








