Caugntintheact.. DOS Viruses

The following screen shots shows you, how for example the programs QMS, VSP, BootVir
and MemScan behave if a DOS or Multipartite (file and boot) virus is active.

Small DOS programs like QMS are vaccinated with an Anti-Virus Shield (RecAV) to detect
infection by standard DOS viruses.

$B : \TOOLS >gms

SWE’'s EXE Integrity Checker: FAILED? 1=

(12,26,21)

File has been MODIFIED or is INFECTED by malware?

Please send us this file for further analysis (RalphRothegmx.de)!?
Uisit: http:ssrose.rult.at

Press a key to terminate the program?

Such infected programs are (now) unusable and must be replaced by a clean copy.
Please send us such files for further analysis!

Also DOS COM program from ROSE SWE are protected by an advanced self checking anti-
virus shield (VSS) to detect infection by even advanced viruses (CRC16 protection).

Uirus Selfchecking Shield
USS (c) 1990-20Z23 by ROSE SWE, http:-/rsrose.rult.at

File: B:“~CHKPC.COM
arning: Program has been changed!?
lease choose:

[11 3elf healing, abort program

[£] 3Self healing, execute program

[3]1 Ignore, execute program

[41] nAbort program

our Choice (1-4):

Such infected programs are normally unusable (you can try option 1.) or 2.) — Self
healing/Selbstheilung) and should be replaced by a clean copy. Please send us such files
for further analysis! Version 2.0.x of VSS displays the warning now in English, older 1.xx
versions in German.
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QMS is a small program to detect active known and unknown DOS and Multipartite viruses.

Bootsector (512)

MBR - HDD @ (512)
Interrupt 13h (DOS)
Interrupt 13h (Orig)

Interrupt Z1h (DO3) Cascade Uirus
Interrupt 40h (DO3) oKt —

Memory (Low-System) Okt —

Memory (639 KB) oKt ——

Memory C(HMA) Okt ——

HDD-IRQ 76h oKt —

Path Companion Test Okt —

Live Bait Test COM=1.701 Virus
Windows Trojans

Please deactivate the virus through a cold boot from a system disct
Fress any key to continue...

Screenshot shows the standard Cascade.1701 virus active. As cascade only infects COM
files, QMS.EXE remains uninfected. QMS detects Cascade on the hooked interrupt 21h as
well as using the generic “Live Bait Test".

Bootsector (512) 0Kt —
MBR - HDD © (512) 0Kt —
Interrupt 13h (DO3) Okt —
Interrupt 13h (Orig) oKt ——
Interrupt 21h (DO3) oKt —
Interrupt 40h (DOS) oKt ——
Memory (Low-System) -— 0Kt —
Memory (636 KB) Mad jid Virus
Memory (HMA)

HDD-IRQ 76h

Path Companion Test

Live Bait Test

Windows Trojans

irus durch einen Kaltstart von einer virenfreien Systemdiskette deaktivieren!?
Bitte eine beliebige Taste drucken...

Note here, that the Madjid virus had reduced the main memory by 4 KB from 640 KB.
Madjid for example is a full stealth virus and can therefore bypass the RecAV Shield and
the “Live Bait Test”
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MemsScan is a DOS program to detect active know and unknown DOS and Multipartite
viruses. MemScan is additional protected against virus infection using advanced self
checking technology and normally will refuse to run infected. Therefore we have started
MemsScan with the option /nocheckcrc for this screen shot

B:“>memscan -nocheckcrc
UVirus Scanner, MemScan 17.8.6 - (c) 03.01.1991-2022 by ROSE SWE, Ralph Roth
MemScan: Heuristic virus scanner for memory resident boot and DOS file viruses

—=[ Quick scan of the =ystem and memory for viruses 1=

Bootsector (512) Okt —-
MBR — HDD © (51Z2) 0Kt —
Interrupt 13h (DO3) -— 0Kt —
Interrupt 13h (Orig) Ma jkl UVirus

Interrupt Z1h (DOS) Ma jkl Virus

Interrupt 40h (DOS3)

Memory (Low-System)

Memory (635 KB) Ma jkl UVirus

Memory C(HMA)

HDD-IRQ 76h

Path Companion Test

Live Bait Test Type: COM=1.438-EXE=1.438 Virus

You can see here that the Majkl viruses is found on the hooked interrupts, as well as by the
generic Live Bait Test revealing the virus has the size of approximately 1438 bytes and will
infect both COM and EXE files.

INPmMEmMSCAan
irus Scammer, Mem3Scan 17.8.6 - (c) 03.01.1991-2022 by ROSE SWE, Ralph Roth
emScan: Heuristic wvirus scanner for memory resident boot and DOS file viruses

=[ Quick scan of the system and memory for viruses 1=

Bootsector (512)

MBER - HDD @ (512)

Interrupt 13h (DO3)

Interrupt 13h (Orig) jid Virus
Interrupt Z1h (DO3) jid Virus
Interrupt 40h (DO3) r —
Memory (Low-System) r —
Memory (636 KB) jid Virus
Memory (HHA)

HDD-IRQ 7?6h

Path Companion Test

Live Bait Test

Windows Tro jans

The Madjid virus is a full stealth virus and can bypass MemScan's self protection and Live
Bait features, but not the Quick Memory Test.
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MemScan 17.8.6 - (c) 03.01.1991-2022 by ROSE SWE, Ralph Roth

Scamming for DOS file, Multipartite and Boot viruses
i Free memory available for MemScan: 36.440-386.440
Command line: -—-nomem
Signatures created: Fr 7. 0kt. 2022, build 21.411, 6.114 sigs
This PC has 636,640 KB free DOS base memory
DOS HMA-AZ0 gate is present at adress OxFFFF: 0000
Checking conventional DOS memory (640 kb)
Found the Memory.Madjid virust (03300)

Warning: A virus found in your DOS memoryt?

" Checking segment at OxO0AOEO "

Also MemScan finds the Madijid virus in the main screen. Please note that in this case
MemScan must be started with the option “/NoMem” to bypass the Quick Memory and Live
Bait tests, see picture above.
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UirScan Plus 21.555 - (c) 20.10.1990-2022 by ROSE SWE, Ralph Roth
UVirScan Plus - Uirensuchprogramm gegen bekannte & unbekanwnte Computerviren
Tipp: Besuchen Sie unsere Home Page im Internet: http:-/rsrose.rult.atr
Seriennummer: USP-#165.958 | Okt. 2022 | [Einzelplatzlizenz]l

=[ Schnelliuberprufung des 3Systemes und Speichers auf UViren 1=

Bootsector (512)
MER - HDD © (512)
Interrupt 13h (DOS)
Interrupt 13h (Orig)
Interrupt 21h (DOS)
Interrupt 49h (DOS)

Okt —-
oKt --
oKt —-
Okt —-
oKt —-
oKt --

Memory (Low-System) oKt —
Memory (639 KB) Clisti Virus
Memory (HMA)

HDD-IRQ 76h

Path Companion Test

Live Bait Test

Windows Tro jans

irus durch einen RKaltstart von einer virenfreien Systemdiskette deaktivieren?
Bitte eine beliebige Taste driicken..._

VirScan Plus uses the same Quick Memory Engine like QMS and MemScan and the above
written explanations also apply. Starting with VirScan Plus Version 21.56 the Quick Memory
Test can be bypassed with the command line options [NOMEM or [NOQMS

SLIVE»bootwvir
BootVir: Uberpriifen des Arbeitsspeicher auf bekannte DOS-Boot-Viren...

=[ Schnelluberprufung des Systemes und Speichers auf UViren 1=

Bootsector (51Z)

MBER - HDD © (512)

Interrupt 13h (DO3) !
Interrupt 13h (Orig) Junkie Uirus
Interrupt 21h (DO3) Junkie Uirus
Interrupt 460h (DO3) -
Memory (Low-System) -
Memory (631 KB) Junkie Virus
Memory C(HMA) t
HDD-IRQ 76h r —
Path Companion Test

Live Bait Test

Windows Trojans

irus durch einen Kaltstart von einer virenfreien 3Systemdiskette deaktivieren?
itte eine beliebige Taste driicken..._

BootVir detects in this example the 1550 bytes variant of the Junkie virus. To continue the
program you must start it with the option /NOMEM
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Known Bootvirus

Laufwerk C: Rex.1637 MBR-Bootvirus gefunden?

BootVir, das Antivirenprogramm fir DOS Boot--Partitionssektoren
BootUir 9.218 - (c) 02.09.1989-2024 by ROSE SWE, Ralph Roth
BootVir kann Ueranderung an DOS Boot--Partitionssektoren erkennent
BootVir kann zusatzlich 4.20Z MBR-, HMP- & Bootviren finden.
Aktion: Bootsektor mit der Datei BOOTUIR.DAT wergleichen

BootVir directly detects the Virus by it's signature

New, unknown Bootvirus

Laufwerk C:% hat 31.644 Sektor(en)!?
Mit 512 Bytes pro 3ektor bei 16 3ektorent

Bootsektor erfolgreich geladen!?
Vergleiche Datei C:NBOOTVIR.DAT mit BDDtSEkFﬂﬁf’#-

Warnung: Bootsektor wurde um insgesamt |297 Bytes|geandert.
rucken

Bitte eine beliebige Taste

BootVir had found a yet unknown MBR virus, that had changed the MBR.
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